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Some Glimpses of Future Computing 

! Computing power doubles every 18 months (MooreÕs Law) 
!100-fold improvement every 10 years 

! Disk Densities double every 12 months 

!1000-fold improvement every 10 years 
! Optical bandwidth doubling every 9 months 

!10000-fold improvement every 10 years 

! Near Future home with Giga commodity PC connected by gigabit
 networks 
!Near Future : Giga-PC, 2015 : Tera-PC, 2030 : Peta-PC 
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Some Glimpses of the Future 
! We can probably store almost everything 

! 300 Million Books : 100 terabytes  (approx $1M)  
! All Movies made todate : 1 petabyte 
! All Music recorded todate :  1 petabyte 
! 1 Billion Photos : 1 petabyte 

! Capture everything you said from the time you are born to the time you die.  
! Less than one percent of a petabyte 

!  Everything you ever did and experienced can be captured in living color  
! With only a few petabytes.   

! With 1.6 terabits per second on a single fiber  
! In one second, you can transmit 10 HDTV movies, or 40 regular full

-length feature films.  
! Less than a minute to transmit all the books in a typical large national

 library  



Characteristics of Future Computing 
! Smaller, Cheaper, Embedded Computing 
! Pervasive Networking and Mobility 

! Systems of Systems 

! Information of Explosion 
! Growth in User-Centric Services 

! Growth in On-demand Services 

! Global Reach and Participation: Large Scale 
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Pervasiveness 
! ! Technology Pervasive 

! ! Security Pervasive 
! ! Different Technologies and Multiple Platforms 

! ! Operating Systems, Networks, Middleware 
! ! Databases, Applications, Hardware Devices, Users  

! ! Different Business Segments 
! ! Healthcare, Finance, Telecommunications, Defence, Transport 

! ! Different Security Policies 
! !  Different Organizations 
! !  Different Industry Segments 

! ! Numerous Standards and Interoperability 
! ! Some Consequences 

! ! Research : Different parts of the puzzle 
! ! Interconnections "  Overall System 
! ! Organizational Challenges 

! ! Facets of Security 
! ! People, Technology, Business/Org, Legal 
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INSS Research 

Achieve fundamental advances in security and privacy
 concepts and techniques, and their application to distributed
 systems, wired, wireless and mobile networks and
 networked applications. 

Through conducting and exploiting world class research  

To enable secure design of  systems and applications and to
 improve security and safety in organizations  
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Some Key Technical Challenges 
! ! Scalability Ð Large Scale Distributed Systems 

! !How can a billion users access the same item at once ? 
! ! Dependability  

! !Availability, Security, Reliability of Information 
! ! Services and Management of Interactions over the Network 

! !Managing Trust between Autonomous Unfamiliar Entities in the
 Provision of Services over the Internet  

! ! Policies : Security, Trust, Privacy 
! !Propagation, Administration and Enforcement of Policies 
! !Context Aware Decision Making 

! ! Information Content Management  
¥! How to manage and extract useful information? 

! ! Self Organization and Management 
! ! Heterogeneous Infrastructure 

! !Seamless integration of wired and wireless infrastructure with mobile
 devices and services 
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Specific Projects  
! Secure Distributed Computing and Applications 

! Scalable large scale policy based secure dynamic distributed systems and
 applications 

! ! Modelling and building systems with desired properties such as Security,
 Safety, Integrity and Trust 

! ! Secure Service Oriented Architectures and Distributed Virtualization
 Systems  

! ! Funded by ARC (Discovery and Linkage), Microsoft Research (US, Asia),
 Hewlett-Packard (US) 

! ! Counteracting Epidemic-style Security Attacks security attacks and
 intrusions on wired, wireless and mobile networks 
! Distributed Denial of Service Attacks, Phishing, Spam 
! Protection of Critical Information Infrastructures and Applications 
! Funded by ARC (Linkage), Defense Signals Directorate (DSD), Dept of

 Prime Minister and Cabinet (PM&C) 
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Specific Projects  
! Mobile Software and Security 

! Protection of mobile software agents and applications and their
 privilege management in a network environment with malicious hosts  

! Mobile Programs may come from unknown or untrusted sources 
#! How to associate a level of trust with the program ? 
#! Complicates the issue of determining whether or not an action requested

 by the program is to be allowed 
! Funded by ARC (Discovery) + Supported by IBM Software  

! Mobile Networks and Security 
! ! Secure Dynamic Mobile Ad hoc and Sensor Networks 
! ! Self Organization and Decentralized Management 
! ! Availability: Functional Network 
! ! Funded by ARC (Discovery) and Defense Signals Directorate (DSD) 
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Specific Projects  
! Trusted Computing 

! ! Creating and managing trust between autonomous unfamiliar entities, thereby
 enabling them to trade and interact over the internet in a secure manner 

! ! Trust Enhanced Secure Applications 
! ! Trust Models for Peer to Peer Computing Systems 
! ! Trust Management in Web Services 
! ! Trusted Online Communities 
! ! Trusted Platforms 

! ! Funded by ARC (Discovery), Microsoft Research, Hewlett-Packard, Defense
 Signals Directorate (DSD) and Dept of Prime Minister and Cabinet (PM&C) 

! ! Formal Reasoning about Security and Safety 
! ! Logic based Analysis of Security Policies and Protocols 
! ! Synthesis of Systems with required Security and Safety Properties 
! ! Dynamic Group Key Management and Fair Exchange Protocols 
! ! Secure ECommerce Applications : Secure Internet Voting,  Secure Internet

 Auctions and Internet Gambling 
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Information and Networked System Security Research           
 (http://www.comp.mq.edu.au/research/inss) 

Dr. Michael Hitchens (Macquarie) 
Dr. Uday Tupakula (Macquarie) 
A/Prof.Annabelle McGyver (Macquarie)  
Dr. Yan Wang (Macquarie) 
Dr. Rajan Shankaran (Macquarie) 
Dr. Chun Ruan (UWS/Macquarie) 
Dr. Janson Zhang (Macquarie) 

Prof. Chris Mitchell (London University) 
Dr. Paul England (Microsoft Research, USA) 
Prof. Isabelle Chrisement (INRIA Labs., France) 
Dr. Hua Wang (USQ, Australia) 
A/Prof. Zaobin (HUST, China) 
Dr. Chuan Wu (Chinese Academy) 

Mr. Weilang Zhao  
Mr. Venkat Balakrishna 
Ms. Aarthi Nagarajan 
Mr . Les Bell 
Mr. Dilshan Jayaratna 
Mr Ukachukwu 
Mr Lei Li 
Research Student s (2) TBC 

Dr Sarath Indrakanti 
Dr Ching Lin 
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External Research Collaborations 
! Microsoft Research (US, Asia) 
! Hewlett-Packard (US, UK) 

! INRIA Research Labs (France) 

! London University (UK) 
! British Telecom Labs (UK) 

! Chinese Academy of Sciences  

! Indian Institute of Science (IISc) 

! Indian Institute of Technology (IIT)  

! Institute of Infocomm Research (Singapore) 
! Hongzhou University of Science & Technology (HUST), China 

! ARC Research Networks on Enterprise Information Infrastructures (EII) 

! ARC Research Networks in Security (RNSA) 
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